Abstract-This paper presents a novel method to blindly estimate the quality of a multimedia communication link by means of an unconventional use of digital fragile watermarking. Data hiding by digital watermarking is usually employed for multimedia copyright protection, authenticity verification, or similar purposes. However, watermarking is here adopted as a technique to provide a blind measure of the quality of service in multimedia communications. Specifically, a fragile watermark is hidden in an MPEG-like host data video transport stream using a spread-spectrum approach. Like a tracing signal, the watermark tracks the data, where it is embedded, since both the watermark and the host data follow the same communication link. The estimation of the tracing watermark allows dynamically evaluating the effective quality of the provided video services. This depends on the whole physical layer, including the employed video co/decoder. The performed method is based on the evaluation of the mean-square-error between the estimated and the actual watermarks. The proposed technique has been designed for application to wireless multimedia communication systems. According to the results obtained, the sensitivity of the detected tracing watermark on the quality of service (QoS) indices provides for some useful capabilities for analyzing future mobile Universal Mobile Telecommunications System (UMTS) services.
Blind Quality Assessment System for Multimedia
Communications Using Tracing Watermarking
I. INTRODUCTION

I
N THE past few years, there has been an explosion in the use and distribution of digital multimedia data, essentially driven by the diffusion of the Internet. Currently, the use of electronic commerce applications and online services such as banking or booking and, more in general, services involving multimedia data are rapidly increasing.
In the near future, third-generation mobile communication systems [IMT2000/Universal Mobile Telecommunications System (UMTS)] are expected to offer multimedia applications and services with negotiation end-to-end quality of service (QoS) [1] , [2] . Therefore, it is necessary that service providers develop simple and effective billing systems related to the quality of the services supplied. It is then crucial to devise quality assessment systems that do not increase the bit rate transmission. For this purpose, a novel quality assessment system has been developed. It is embedded into the data themselves and allows blind evaluation of the quality of the data after a coding/transmission process. To achieve this goal, an unconventional use of fragile watermarking is here proposed.
Watermarking techniques have been devised to answer the ever-growing need to protect the intellectual property (copyright) of digital still images, video sequences, or audio from piracy attacks in a networked environment like the World Wide Web. This will allow a controlled distribution of multimedia data. Although copyright protection was the very first application of watermarking, different uses have been recently proposed in the literature. Fingerprinting, broadcast monitoring, data authentication, multimedia indexing, content-based retrieval applications, medical imaging applications [3] , [4] , etc., are only a few of the new applications where watermarking can be usefully employed.
The general watermark embedding procedure is sketched in Fig. 1 . It consists of embedding a watermark sequence, which is usually binary, into host data by means of a key. In the detection phase, the key is used to verify the presence of the embedded sequence. With regard to the domain where the watermark embedding occurs, we can distinguish methods operating in the spatial domain [5] , in the DCT domain [6] - [9] , in the Fourier transform domain [10] , and in the wavelet transform domain [11] - [15] .
When considering a watermarking scheme, depending on its specific application, different requirements need to be achieved. One of them is the perceptual invisibility of the superimposed "mark" onto the host data. This implies that the alterations caused by the watermark embedding into the data should not degrade their perceptual quality. Moreover, when these techniques are used to preserve the copyright ownership with the purpose of avoiding unauthorized data duplications, the embedded watermark should be detectable. This is required even if malicious attacks or nondeliberate modifications (i.e., filtering, compression, etc.) affect the embedded watermark. This requirement is known as watermark robustness.
1053-587X/03$17.00 © 2003 IEEE However, when unwanted modifications of the watermarked data affect even the extracted watermark, the embedding scheme is known as fragile. Fragile watermarking [16] - [18] can be used to obtain information about the tampering process. In fact, it indicates whether or not the data has been altered and supplies localization information as to where the data was altered.
In the proposed approach, an unconventional use of a fragile watermark to evaluate the QoS in multimedia mobile communications is presented. Specifically, a known watermark is superimposed onto the host data. The rational behind this approach is that by transmitting the watermarked data onto a channel, the mark undergoes the same alterations suffered by the data. At the receiving side, the watermark is estimated and compared with the original. Since the alterations endured by the watermark are likely to also be suffered by the entire data, as they follow the same communication link, the watermark degradation can be used to estimate the overall alterations endured by the data. The obtained experimental results show the capability of this unconventional use of watermarking techniques to trace the alterations suffered by the data through the communication channel.
The quality assessment method presented here can be applied both to uncompressed and compressed video sequences. In the first case, the watermark embedding is performed on the data before coding, whereas in the second case, watermark embedding is performed on the coded bit stream. Therefore, the method proposed here can be used to estimate both the degradations introduced by the cascade coder-channel, as when the data are first coded and then transmitted through a nonideal channel, and the ones introduced only by the channel.
In this paper, video sequences encoded by means of the MPEG-2 compression standard are considered as host data. In fact, MPEG-2 coded video sequences can be potentially distributed to mobile terminals in UMTS applications with the constantly growing number of multimedia applications and services required [19] .
An object-oriented coder, such as MPEG-4, has been considered as well, thus providing an object-oriented QoS assessment evaluation system. The paper is organized as follows. In Section II, a brief description of the MPEG-2 [20] and MPEG-4 [21] video compression standards are provided. The quality assessment procedure is summarized in Section III. In Section IV, the embedding method is described. In Section V, the watermark estimation is detailed, and the employed metric for the quality-assessment procedure is introduced. Experimental results are provided in Section VI. Finally, conclusions are drawn in Section VII.
II. MPEG-2/4 VIDEO STANDARDS
The MPEG-2 video bit stream has a layered syntax. In a top-bottom hierarchical structure, the video sequence is partitioned into multiple groups of pictures (GOPs), representing sets of video frames that are contiguous in display order. The next layer is constituted by a single frame, composed by one or more slices. Then, each slice contains one or more macro blocks, consisting of four luminance (Y) and two chrominance (U,V) blocks. Finally, the block is the basic coding unit of dimension 8 by 8 pixels.
In order to obtain a high compression ratio, both spatial and temporal redundancies are exploited. The spatial redundancy is reduced by using subsampling of the chrominance components (U, V) in accordance with the sensitivity of the human visual system. Next, the discrete cosine transform (DCT) is performed on the blocks of the Y and U, V components. The DCT coefficients are quantized and finally encoded by using variable length coding. The temporal redundancy is reduced by temporally predicting some frames from other motion-compensated frames. The prediction error is then encoded.
The MPEG-4 standard offers an object-based representation of a video. Specifically, MPEG-4 considers a scene to be composed by video objects (VOs), each described by motion, texture, and shape. Texture coding as well as motion estimation are based on the same principles used for MPEG-2 adapted to objects of arbitrary shape. Temporal instances of video objects are referred to as video object planes (VOPs).
Three types of frames are used in the MPEG-2(4) standard: intra coded (I), temporally predicted (P), and bi-directionally predicted (B), frames or VOPs for MPEG-2 and MPEG-4 coding, respectively.
• I-frames (I-VOPs), which are coded without any reference to other frames; • P-frames (P-VOPs), which are coded with reference to previous I or P; • B-frames (B-VOPs), which are coded with reference to both previous and next frames (VOPs).
III. TRACING WATERMARKING PROCEDURE
The principle scheme of the tracing watermarking procedure for coder-channel quality assessment is reported in Fig. 2 . The watermark embedding is performed by resorting to the spreadspectrum technique proposed in [7] for still images and applied to video sequences in [8] . The watermark is a narrowband lowenergy signal. It is then spread over very many frequency bins of the image, which has a larger bandwidth. Consequently, the watermark energy contribution for each host frequency bin is negligible, which makes the watermark imperceptible.
In the novel watermark application addressed here, a system embedded into the data stream that is able to trace the degradations introduced by the transmission system composed by the coder-channel cascade and not perceptually affecting the data themselves is described.
Examining Fig. 2 more closely, a set of uncorrelated pseudorandom noise (PN) matrices is multiplied by the reference watermark. Both the PN matrices and the embedded watermark is known at the receiving side. It is worth noting that the watermark is the same for each video sequence frame, whereas the PN matrices are different for each frame. This assures that the spatial localization of the mark is different frame by frame so that the watermark visual persistency is negligible.
After the randomization of the watermark by the PN matrices, the embedding of the tracing marks is performed in the DCT domain. Specifically, the watermark is embedded in the DCT middle-band frequencies of the whole image. After the inverse DCT (IDCT) has been performed on each frame, the whole sequence is coded by a video coder and, finally, transmitted.
At the receiving side, the video is first decoded; then, from the DCT of each received frame of the sequence, a matched filter extracts the spread watermark, which is finally despread using the known PN matrices. After having extracted the received watermark, it is matched to the reference one, which is known at the receiving side, and the mean-square error (MSE), between the original mark and the received one, is used as an index of the degradation affecting the received watermark.
Our approach takes into account the evaluation of the quality of the received video sequence since the mark and the overall video follows the same communication link.
IV. QoS SYSTEM EMBEDDING Let us consider a generic video sequence composed by the frames of pixels. Moreover, let us indicate with the employed watermark, having dimensions and with the PN matrices of dimensions . The watermark that has been employed is a visual pattern, like a logo, consisting of binary pixels.
The PN matrices are binary sequences generated according to methods that are well known in literature [22] . As in spread spectrum communications, they are employed to spread a narrowband signal (watermark) over a much larger bandwidth signal (host frame) in such a way that the watermark energy is undetectable in any single frequency of the host image. This can be expressed as follows: (1) having indicated with the spread version of the watermark to be embedded in the th frame.
Let us indicate with DCT the DCT transform of the th frame . The spread watermark is embedded, in the DCT domain, in the middle-high frequency region of . The embedding is performed in the DCT domain according to the following rule:
(2) where represents the DCT of the th watermarked frame , and is a scaling factor that determines the watermark strength. By increasing its value, the mark becomes more evident, and a visual degradation of the video occurs. On the contrary, by diminishing its value, the mark can be easily removed by the coder and/or channel's errors. Therefore, in the application scenario proposed in this paper, must be chosen in such a way to compromise between the two aforementioned requirements. In all our experiments, the value has been used. The th watermarked frame is then obtained by performing the IDCT transform IDCT
Finally, the whole sequence is coded and then transmitted through a noisy channel.
V. QoS EVALUATION
In this Section, the watermarking extraction procedure is described and the metric employed for the QoS assessment is introduced.
Let us indicate with the received video sequence. Each frame undergoes the DCT transform, thus obtaining DCT
The middle-high frequency region of embedding is selected. Then, the corresponding portion of is multiplied by the watermark , which is known at the receiving side, thus obtaining an estimation of the spread version of the watermark embedded in the th frame (5) The dispreading operation, for the generic th frame, is then performed as follows: (6) Finally, the watermark is estimated as follows by averaging the dispread watermark given by (6) over the transmitted frames
The QoS is evaluated by comparing the extracted watermark with respect to the original one. Although sophisticated video quality metrics could be used for video quality assessment purposes (see, for instance, [23] and [24] ), in this paper, as a proof of concept of the method proposed here, the MSE between the estimated watermark and the original one is used. Specifically, the MSE is first evaluated for the th frame as follows:
Then, it is averaged over the frames under analysis, thus obtaining the employed metric MSE MSE
It is worth noting that the metric (9), which is evaluated using the estimated watermarks over the transmitted frames, is employed to provide a quality assessment of the received video after a coding/transmission process.
VI. EXPERIMENTAL RESULTS
In this Section, some experimental results characterizing the effectiveness of the proposed method are presented. The dimensions of the video sequences employed in our experimentations have been properly chosen in order to simulate a multimedia service in a UMTS scenario. Therefore, QCIF (144 176) video sequences, which well match the limited dimensions of a mobile terminal's display, have been employed.
At the transmission side, the QoS system addressed in this paper is embedded into the video sequence, as detailed in Section IV. The video is then compressed, thus obtaining a coded bit stream. The marked video is then transmitted over a noisy channel that is simulated by a Poisson's generator of random transmission errors. The presented QoS assessment procedure has been tested for both the MPEG-2 and the MPEG-4 coders. Different bit rates (1000, 600, 200, 100, and 50 Kb/s) have been considered in our experiments.
In order to characterize the performances of the proposed method to provide a quality measure of the video received after the coding/transmission process, in Figs. 3 and 4 , the MSE of the estimated watermark with respect to the original one versus the bit error rate (BER) for MPEG-2 coded video sequences at different compression ratio have been considered.
It is worth noting that the MSE of the extracted watermark increases when the BER increases and the bit rate decreases. This is in accordance with the perceptual degradation that the video suffers at increasing BER and decreasing bit rate. As shown in Figs. 4 and 5, the quality degradation of the watermark embedded into the host video has the same behavior of the one affecting the video (see also Fig. 6) .
The procedure has been tested for the MPEG-4 coder as well [26] . Specifically, at the transmitting side, the video sequence is first segmented into VOs; then, known watermarks, one for each object, are superimposed onto each VO by means of the procedure described in Section IV. Then, the video sequence is MPEG-4 coded.
Here, we report the results pertaining the video sequence "Mother and daughter." Each frame is composed from two different objects: the "background" and the foreground "mother and daughter." As shown in Figs. 7 and 8 , the MSE of the extracted watermark for each VO increases when the BER increases and the bit rate decreases. This is in accordance with the results presented for MPEG-2 coded video sequences.
The experimental results that have been presented validate the initial hypothesis that the watermark alterations can be used to evaluate the video degradation amount and the transfer quality.
In a real-world system, the estimated quality of the received video can also be used by the service provider as a feedback information for billing purposes. This raises questions on the security of the system. Although this issue is beyond the purpose of this paper, it is worth pointing out that in order to prevent a fraudulent user to obtain any benefit from any false declaration about the QoS of the supplied service, a possible approach is specified as follows. In real-time interactive video communications, let us consider the situation when the mobile station (MS) declares a received quality lower than the provided one. This would imply that the channel is not suited for the current bit rate for the given BER, and therefore, the bit rate emitted by the base station is lowered in a few seconds. Whether the MS declares a null quality, the operator interrupts the call. Moreover, frequent declarations of poor or null quality is a valid reason for the admission call manager to refuse the access to further calls of the same user, at least until the MS has moved to a region with less noise or interference. As a consequence, the result of possibly false declarations on the QoS is to lower the bit rate or to cut the communication link in a few seconds, thus preventing any fraudulent action.
It is worth pointing out that the MS (that is the end-user of the communication process) needs to implement the evaluation of the provided QoS. As a consequence, the MS must perform real-time processing. Although actual MS does not perform hardware and/or software processing, the authors believe that in a few years, MS will host large processing capabilities because of the monotonically decreasing cost of very large scale integration. Furthermore, different tasks could be accomplished by the MS such as on-board adaptive beamforming (spatio-temporal array processing), near-optimum multiuser RAKE reception, which is suggested to be employed even in downlink, and so on (e.g., see [27] ). Moreover, in a wireless video communication scenario like UMTS, the coded video sequence has to be decoded at the receiving side by the MS. Therefore, the complexity of the QoS evaluation procedure, which is presented in this paper, appears negligible in comparison with MPEG-2/4 decoding and adaptive on-board array processing.
VII. CONCLUDING REMARKS
In this paper, an unconventional method of tracing watermarking as a hidden technique suited for estimating the QoS in multimedia mobile communications has been presented. In the proposed approach, a fragile (known) watermark is hidden into MPEG-like host data video transport stream. Spread-spectrum embedding techniques have been employed. Experimentations have shown that the error affecting the watermark is very sensitive to the channel bit error rate and to the compression ratio.
The proposed method allows one to blindly estimate the QoS provided by a coder/channel system without affecting the quality of the video-communications. In addition, we do not increase the bit rate for data transmission. In summary, the described method can be usefully employed in a multimedia communication scenario for providing 1) control feedback to the sending user on the effective quality of the link; 2) detailed information to the operator for billing purposes; 3) diagnostic information to the operator on the effective status of the link.
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